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Preface

Field manual (FM) 6-02.71 provides doctrine for the overall guidance and direction pertaining to the command
and control of Army communications networks (voice, video, and data) and information services (collaboration,
messaging, storage, mediation, etc.) throughout strategic, operational, and tactical levels. It describes the
Army’s portion of the Global Information Grid (hereafter referred to as LandWarNet), network operations goals
and objectives, and the associated roles and responsibilities of applicable organizations, materiel, leadership,
personnel, and facilities that must integrate LandWarNet standards, telecommunications, services, and
applications for the purpose of enabling Soldiers to conduct the information management and knowledge
management tasks necessary to meet achieve information superiority and decision dominance.

The network operations construct is an integrated operational framework consisting of network
management/enterprise systems management, information assurance/computer network defense, and
information dissemination management/content staging. This manual provides a general functional
understanding of each network operations component, along with an understanding of why the components
must be integrated in order to meet overall objectives.

As stated, network operations are critical to the command and control of organizational communications
networks and information services that enable commanders to use the network in order to shape and influence
operations. Its principles allow for assured network and information system availability, assured information
protection, and assured information delivery. The result is a horizontal fusion of information that flows to the
right place, at the right time, and in the right format in order to attain information superiority and decision
dominance over any adversary.

This publication has been prepared under the direction of the Commander, United States Army Training and
Doctrine Command (TRADOC). It sets forth doctrine to govern the activities and performance of the Army in
reference to network operations and provides the doctrinal basis for establishing interoperability in a joint,
interagency, multinational environment. It provides military guidance for the exercise of authority by
commanders. With that stated, it is not the intent of this publication to restrict the authority of commanders
from organizing the force and executing the mission in a manner they deem most appropriate to ensure unity of
effort in the accomplishment of the overall objective.

The guidance in this publication is authoritative; as such, this doctrine will be followed except when, in the
judgment of the commander, exceptional circumstances dictate otherwise. If conflicts arise between the
contents of this publication and the contents of other publications, this publication will take precedence unless
the Commander, TRADOC.

This publication applies to Active Army, the Army National Guard (ARNG)/Army National Guard of the
United States (ARNGUS), and the United States Army Reserve (USAR) unless otherwise stated. The proponent
of this publication is the United States Army Training and Doctrine Command (TRADOC). The preparing
agency is the United States Army Signal Center, approved by Combined Arms Doctrine Directorate. Send
comments and recommendations on Department of the Army (DA) Form 2028 (Recommended Changes to
Publications and Forms) directly to: Commander, United States Army Signal Center and Fort Gordon, ATTN:
ATZH-IDC-CB  (Doctrine Branch), Fort Gordon, Georgia 30905-5075, or via e-mail to
signal.doctrine(@conus.army.mil or signal.doctrine@us.army.mil.

Unless this publication states otherwise, masculine nouns and pronouns do not refer exclusively to men.
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Chapter 1
Network Operations Overview

This chapter discusses the Global Information Grid (GIG), the Army’s portion of the
GIG — LandWarNet (LWN), and the integrated components of network operations
(NETOPS); used to command and control LWN across strategic, operational, and
tactical levels in support of commanders’ information requirements. This chapter
additionally discusses the functional services, critical capabilities, and effects enabled
by each component. The chapter concludes by mentioning the principles associated
with NETOPS, as well as the Army enterprise network infrastructure concept utilized
to integrate network processes across full spectrum operations.

SECTION | - GLOBAL INFORMATION GRID

1-1. Joint Publication (JP) 6.0 defines the GIG as “the globally interconnected, end-to-end set of
information capabilities, associated processes and personnel for acquiring, processing, storing, transporting,
controlling, and presenting information on demand to joint forces and support personnel.” The GIG—
® Spans all services and components; includes all owned and leased computing systems,
communications, software and applications, data, security services, and other information
services necessary to achieve information superiority.

® Supports all Department of Defense (DOD), national security, and related intelligence
community missions and functions (strategic, operational, tactical, and business).

e Extends capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile
platforms, and deployed sites).

® Provides interfaces to multinational, non-DOD users, and systems as required.

Integrates computing platforms, weapons systems, and sensors that exchange information
through a globally interconnected network.

1-2. In concept, the GIG is very much like the Worldwide Web. It exists as a baseline capability and is
comprised of information, and information services residing on transporting infrastructures and segments.
It is important to note that the GIG is a portion of cyberspace. The DOD definition of cyberspace is “the
global domain consisting of interdependent networks of information technology (IT) infrastructures, and
includes the internet, telecommunications networks, computer systems, and embedded processors and
controllers.” The GIG, as the DOD portion of cyberspace, interacts with and provides connections to
national and global cyberspace, the national information infrastructure and global information
infrastructure respectively. DOD strategy is to create the cyberspace domain by integrating the seven
components of the GIG (warrior, global applications, computing, communications, foundation, information
management, and NETOPS as described in Figure 1-1) in order to enable joint forces to achieve
information superiority, as well as in the future, allow them to conduct offensive cyberspace operations
when necessary. Authorized users access the GIG, and its services, either through military or commercial
communications, or through a series of entry points, e.g., standardized tactical entry point (STEP) and
teleport facilities. These points provide information transfer gateways as a means of forming a junction of
space-based, aerial, and terrestrial networks; and a connection for strategic or fixed assets and tactical or
deployed users. It provides multiple connection paths between information users and information producers
and enables effective and efficient information flow.

14 July 2009 FM 6-02.71 11
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Network Operations Provides the integrated, secure end-to-end
management of networks and applications across the GIG. It also
includes information assurance and content staging/information
dissemination management (awareness, access, and delivery of the
right information, in the right place, at the right time).

Information Management Controlling and
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creation or collection, processing, dissemination,
use storage and disposition

LEGEND
DISN Def Information Syst N k MSS Mobile Satellite Servie
DOD Department of Defense RF NETS Radio Frequency Networks
GIG__Global Information Grid SATCOM _ Satellite Communications

Figure 1-1. Global Information Grid

1-3. At the joint level, NETOPS is the operational construct implemented by the Commander, United
States Strategic Command (CDRUSSTRATCOM) that provides the command and control and situation
awareness (SA) required to operate and defend the GIG. NETOPS consists of GIG Enterprise
Management, GIG Network Defense, and GIG Content Management. The purpose of NETOPS is to
provide assured network and information system availability, information protection, and information
delivery across strategic, operational, and tactical boundaries. The end result is a horizontal fusion across
the GIG that ensures the right information flows to the right place, at the right time, and in the right format
in order to achieve information superiority, and ultimately decision dominance. This supports the DOD full
spectrum of warfighting functions. NETOPS provides commanders the ability to harness the power of GIG
and bring this power to the area of operations in order to shape and influence operations.

GLOBAL INFORMATION GRID GOVERNING BODIES

1-4. The governing bodies of the GIG are the Theater Joint Tactical Network Configuration Control
Board (TJTNCCB), The Army Enterprise Infostructure Technical Configuration Control Board (CCB), and
the Army Enterprise Network Operations Integrated Architecture (AENIA). These governing bodies have
been empowered to approve, oversee, and enforce standards to ensure a shared view of the network through
compatibility of equipment and software. The new registry/management tool for IT Standard is the DOD
Information System Registry.

JOINT TECHNICAL ARCHITECTURE-ARMY

1-5. The Joint Technical Architecture-Army (JTA-A) requires all Army networks to use proven
engineering criteria, modern communications equipment, and technologies that are standard across the
GIG. The use of standards ensures compatibility between United States (US) forces.

1-2 FM 6-02.71 14 July 2009
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THEATER JOINT TACTICAL NETWORK CONFIGURATION CONTROL BOARD

1-6. The TITNCCB governs tactical network and system equipment standards and capabilities. These
standards lead to a common baseline of equipment and software throughout the tactical portion of the GIG.
Under certain conditions as listed below, the Joint Tactical Switched Systems Network Management
Configuration Control Board (JTSSNMCCB) grants exceptions and extensions. For example:

e® Nonstandard prototype capability fielding is an addition to the standard baseline fielding.

e Nonstandard capability is unique to a particular location and will be submitted to the TITNCCB
as an annex, but is not intended to become part of the standard configuration.

e Nonstandard capability is critical to a specific mission and not intended for use beyond the scope
and time of the particular mission. If the nonstandard capability evolves into a recurring required
capability, it must be submitted to the JTSSNMCCB for inclusion either as an annex or as a part
of the standard configuration.

ARMY ENTERPRISE INFOSTRUCTURE TECHNICAL CONFIGURATION CONTROL BOARD

1-7. The Army Enterprise Infostructure Technical CCB was established by the chief information officer
(CIO) /assistant chief of staff, signal (G-6) to oversee the Army LWN Enterprise using standard change
management to process the request for change submitted by Army organizations wanting to change their
LWN infrastructure. Network Enterprise Technology Command (NETCOM) has the responsibility for
configuration/change management.

1-8. NETCOM/9™ Signal Command (Army) (SC[A]) manages and maintains the Networthiness
Regulatory Authority’s network responsibilities and technical oversight over all organizations that operate
and maintain portions of the LWN per field manual (FM) 3-0; Army Regulation (AR) 25-1, Para 2-2a(9);
and AR 10-87.

LANDWARNET NETWORK OPERATIONS

Note. Global information grid enterprise management (GEM), global information grid network
defense (GND), and global information grid content management (GCM), are joint and global
network terms. These components at the LWN level are referred to as network
management/enterprise systems management (NM/ESM), information assurance/computer
network defense (IA/CND), and information dissemination management and content staging
(IDM/CS) respectively. In addition, NM/ESM, IA/CND, and IDM/CS are the Signal Regiment’s
core competencies. For the purpose of this field manual, the terms refer to the same NETOPS
processes at the GIG or LWN levels of the network. This construct aligns LWN NETOPS
processes with the GIG NETOPS processes.

1-9. Inherent to the Joint mission, the Army’s NETOPS mission is to provide command and control and
situational awareness in order to operate and defend its portion of the GIG- the LWN. LWN encompasses
the required standards, transport, services, and applications that enable Soldiers to collect, process, store,
transmit, and disseminate required information via the network from and to anywhere in the world. It
enables the effective and efficient execution of all Army warfighting functions and facilitates the
achievement of information superiority, which is necessary to make and execute accurate and timely
decisions. It allows commanders to exercise command and control from anywhere in their area of
operations. Unlike many missions that are deemed successful at a defined completion date, operating and
defending LWN is perpetual and requires continual support to be successful.

1-10. LWN NETOPS is an integrated construct of three critical components (NM/ESM, IA/CND, and
IDM/CS) that guide Signal entities in the installation, management, and protection of communications
networks and information services necessary to directly support operational forces. NETOPS provides
users/systems, at all levels, with end-to-end network and information system availability, information
protection, and timely information delivery.
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1-11. An objective of the network-enabled management of information is to quickly get information to
decision-makers, with adequate context, enabling them to make better decisions affecting the mission and
to project their decisions forward to their forces for execution. If the decision maker is not getting the
needed network-enabled services, the LWN NETOPS community must collaboratively determine how to
optimize the information flow. NETOPS personnel require a shared situational awareness/common
operating picture; as well as the technologies, procedures, and collaborative organizational structures; to
rapidly assess and respond to network and information system degradations, outages, or changes in
operational priorities. All functions required to effectively support LWN operations will be holistically
managed.

1-12. Information systems throughout areas of operations compete for the limited LWN access and
capacity. NETOPS provides the means to operate and defend LWN transport, services, and applications in
order to meet the commander’s information requirements. This allows for better user/system support by—

e Identifying the information requirements (who, what, when, and where) of the user/system.

e Identifying the communications network and information service resources (hardware and
software) required to fulfill user/system information requirements.

e Ensuring user/system access to the required communications networks and information services.
Protecting the confidentiality, integrity, and availability of information and information systems
with TA/CND measures coupled with the use of intelligence to enable threat-based risk
management.

e Ensuring the establishment of information flows and information processing so that the right
information is disseminated to the right place, at the right time, and in the right format.

e Identifying the resource requirements necessary to enable the wired, fiber, and wireless portion
of the network.

e Ensuring that the allotment of resources is effectively utilized to efficiently maximize the
bandwidth available to the user/system.

1-13. The effectiveness of NETOPS is measured in terms of availability and reliability of network enabled
services, across all areas of interest, in adherence to required service levels. The method for service
assurance in a network-enabled collaborative environment is to establish operational thresholds,
compliance monitoring, and a clear understanding of the capabilities between providers and consumers
through service level agreements (SLAs). Proper instrumentation of the LWN enables monitoring of
adherence to these SLAs, as well as enables timely decision making/execution, service prioritization,
resource allocation, root cause- mission impact assessment.

1-14. The purpose of NETOPS is to provide assured network and information system availability,
information protection, and information delivery. These objectives are all required to achieve and sustain
operational goals. Adhering to the NETOPS mission and performing the essential tasks associated with the
three NETOPS components provides Soldiers with the desired information effects. Integration of the
NETOPS components must be performed at the strategic, operational, and tactical levels and across all
warfighting functions. Thus, Signal entities must command and control the entire network within the
operational area and be cognizant of the performance of those portions of the LWN outside of the
operational area that affect the information requirements of the commander.

NETWORK OPERATIONS COMPONENTS AND EFFECTS

1-15. Assured network availability provides visibility and control over the network and information system
resources. These resources are effectively managed and problems are anticipated and mitigated. Proactive
measures are taken to ensure the uninterrupted availability and protection of the network and information
system resources. This includes providing for degradation, self-healing, fail over, diversity, and elimination
of critical failure points.

1-16. Assured information protection provides protection for the information traversing networks and
residing on information systems — from the time it is collected, stored, and processed until it is discovered,
distributed, and utilized by the users, systems, and decision makers. Information protection is active, or
passive, measures to protect and defend friendly information and information systems to ensure friendly
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access to timely, accurate, and relevant information; while denying adversaries the opportunity to exploit
friendly information and information systems for their own purposes. Information protection comprises
information assurance (IA), computer network defense (CND), and electronic protect capabilities (refer to
FM 3-0).

1-17. Assured information delivery provides information to users, systems, and decision makers in a timely
manner. The networks are continuously monitored to ensure the information is transferred with the correct
response time, throughput, availability, and performance that meet user/system needs.

1-18. NETOPS is the methodical integration of NM/ESM, IA/CND, and IDM/CS components’ individual
capabilities and the resultant synergy. In addition, NM/ESM, IA/CND, and IDM/CS are the Signal
Regiment’s core competencies. The core competencies are further discussed in upcoming doctrine, FM 6-
02 Army Communications Systems Operations (ACSO). ACSO is defined as: communications networks
and information services that enable Army LWN capabilities. Figure 1-2 depicts and establishes a common
understanding of the technical composition that must be considered to provide and sustain the effects of
NETOPS. The center of the diagram illustrates the three NETOPS components, their relationships, and the
desired effects once they are transformed into a tightly integrated NETOPS capability.

1-19. NM/ESM, IA/CND, and IDM/CS are the three NETOPS critical components. The following
paragraphs will discuss the NETOPS components in greater detail.

y %
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Figure 1-2. NETOPS components, effects, and objectives

NETWORK MANAGEMENT/ENTERPRISE SYSTEMS MANAGEMENT

1-20. NM/ESM is defined as the technologies, processes, and policies necessary to effectively and
efficiently engineer, install, operate, manage, administer, optimize, and restore communications networks,
information systems, and/or applicable applications that comprise the LWN. This essential component
merges IT services with the NETOPS critical capabilities.
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1-21. NM refers to the activities, methods, procedures, and tools that pertain to the operation,
administration, maintenance, and provisioning of networked systems in order to provide the desired level of
quality and guaranteed availability

1-22. ESM refers to network-wide administration of distributed information systems through performance
monitoring, configuration management (CM) and problem detection/resolution. ESM is strongly influenced
by network management initiatives in telecommunications.

Functional Services

1-23. There are five major functional services within NM/ESM. These services foster the engineering,
installation, operation, management, administration, optimization, and restoration of communications
networks and information services technologies; to ensure the effective and efficient operation,
performance, availability, security of information, and information systems. These services must be
employed at the strategic, operational, and tactical levels across all Army warfighting functions. The five
services are—

e Enterprise services availability for end-user/systems applications and focuses on the
accessibility, reachability, availability, performance, and responsiveness of enterprise service
capabilities. An “enterprise” is described as a set of diverse, physically separated, but related,
components that work together in order to achieve a functional objective. Enterprise services are
those that offer collaborative, software distribution, messaging, discovery, storage, user/system
assistance, and security functionality.

e Systems availability provides the day-to-day management of computer-based systems, elements
of systems, and services to include software applications, operating systems, databases, and
hosts of the end-users. System management comprises of all the measures necessary to ensure
the effective and efficient operations of the LWN systems and elements of systems and services.

e Network availability provides the functionality of a network infrastructure with the desired
level of quality and guaranteed service. Networks included within NM/ESM are located on all
three tiers of communication (terrestrial, aerial, or satellite communications [SATCOM]), and
they include: circuit-switched, packet-switched, and cell-switched networks utilizing wired,
fiber, or wireless transport media.

e SATCOM availability is the day-to-day operational management of all apportioned and non-
apportioned SATCOM resources, to include appropriate support when disruption of service
occurs; provides SATCOM system status; maintains situational awareness to include the
organization’s current and planned operations as well as space, control, and terminal segment
asset and operational CM, satellite anomaly resolution and management, and SATCOM
interference to the network.

e Electromagnetic spectrum availability involves the effective and efficient utilization of the
electromagnetic spectrum including: international planning; frequency allotment; coordination
with civilian and other government departments, agencies, military services and components,
and allies; frequency assignment and approval; protection; frequency deconfliction; interference
resolution; and coordination with electronic warfare activities. Spectrum management ensures
that the combatant commanders (CCDRs) and subordinate commanders have cognizance of all
spectrum management decisions impacting accomplishment of their missions (refer to FMI 6-
02.70).

Critical Capabilities

1-24. NM/ESM involves several NETOPS critical capabilities associated with the IT services previously
discussed. The critical capabilities for NM/ESM must be achieved at the strategic, operational, and tactical
levels across all warfighting functions. The critical capabilities of NM/ESM are:

e Fault management is associated with failure of the network or information systems, which
impacts connectivity and functionality. Fault management involves a five-step process of
detecting faults, locating faults, restoring service, identifying the root cause of the fault, and
establishing solutions so that similar faults do not occur in the future.
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e Configuration management (CM) is used to discover the specifics of network and information
system architecture requirements, and then developing configuration parameters. The
parameters then guide the provisioning, deployment, and management of hardware and software
resources.

e Accounting management assists in the effective and efficient allocation of internal and external
resources to the Soldier. The goal is to identify true requirements based on monitoring network
and system utilization. The end result is that the configuration of the network and information
systems provides for the most effective and efficient use of current resources; as well as the data
gathered during monitoring assists in the planning of future resources and requirements.

e Performance management is the monitoring and management of performance parameters related
to networks and information systems. The purpose of networks and information systems is to
transmit and process information; thus performance management is actually data traffic
management. It involves data monitoring, problem isolation, performance tuning, analysis of
statistical data for recognizing trends, and resource planning.

e Security management is both the technical and administrative considerations involved in
securing access to the information being transmitted over the network, or being processed/stored
on information systems. Security management is the capability that integrates NM/ESM with
IA/CND.

Enabled Effects

1-25. NM/ESM enables the effects of assured network and information system availability and assured
information delivery. This is achieved by —

e Maintaining robust LWN capabilities in the face of component or system failure and adversarial
attack.

Configuring and allocating the LWN network and information system resources.
Accounting for resource usage.

Rapidly and flexibly deploying networked resources.

Ensuring effective, efficient, and timely processing.

Ensuring connectivity, routing, and information flow.

Planning for increased network utilization.

INFORMATION ASSURANCE AND COMPUTER NETWORK DEFENSE

1-26. IA/CND provides true end-to-end, defense-in-depth protection that ensures data confidentiality,
integrity, and availability, as well as protection against unauthorized access. IA/CND incorporates those
actions taken to protect, monitor, analyze, detect, and respond to unauthorized activity within DOD
information systems and computer networks. IA incorporates protection, detection, and response
capabilities while providing for restoration of information systems.

1-27. IA is defined as measures that protect and defend information and information systems by ensuring
their confidentiality, integrity, availability, authentication, and nonrepudiation (JP 3-13). It considers both
the technical and non-technical measures (such as risk management, personnel training, audits, operations
continuity/disaster recovery planning, etc). Additionally, IA holistically factors all incidents that occur
through malicious or accidental activity by enemy or friendly entities. IA includes providing for restoration
of information systems and information by incorporating protection, detection, and reaction capabilities.

1-28. CND provides defensive measures to protect and defend information, information systems, and
networks from disruption, denial, degradation, or destruction. CND incorporates technical actions taken
specifically to protect, monitor, analyze, detect, and respond to unauthorized, malicious activity.
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Functional Services

1-8

1-29. The ten functional services within IA/CND help to protect friendly information, networks, and
information systems, while denying adversaries access to the same information, networks, and information
systems. The ten functional services of IA/CND are:

Access control to information and information systems, which is influenced by the mechanisms
that work together to create a secure environment that protects assets on the network. Access
control provides the capability to specify what resources users can access and what actions users
can perform.

Application security provides security to software applications and software solution
development, which is the environment where software is internally designed and developed.
Some examples of application security solutions are software update service and patch
management.

Continuity of operations plan (COOP) provides preservation and disaster recovery of
information and network/information systems resources in the event of incidents that have the
potential to interrupt normal operations.

Communications security (COMSEC) provides the principles, means, and methods of
encrypting voice, video, data, and imagery information to ensure confidentiality, integrity,
authentication, and non-repudiation.

Risk analysis identifies organization information assets, the threats and vulnerabilities against
those assets, and the development of documentation and the implementation of policies, standards,
procedures, and guidelines that relate to countermeasures.

Legal and regulatory compliance enables the organization to meet the requirement for applicable
individuals to be aware of and understand the IA/CND standards that must be met based on U.S.,
DOD, and Army laws and regulations. It additionally assists investigative efforts used to
determine if defenses have been breached.

Development of IA/CND policies and procedures are specifically related to organizational
personnel, hardware, software, and media. The development of IA/CND policies and procedures
identifies security guidelines for data/media, telecommunications equipment, and information
systems. Additionally, this development provides for the security of the required activities by
users and signal regimental Soldiers; examples of the required activities are log monitoring or
analyzing audit trails.

Physical (environmental) security encompasses protection techniques for the entire network
facility, from the outside perimeter to the inside operational space, including all information
system resources. Physical (environmental) security provides measures to safeguard and protect
network and information systems against damage, loss, and theft. Physical (environmental)
security provides for the determination and integration of site selection criteria related to network
facilities and implements effective perimeter and interior security for those facilities. It
additionally provides for the implementation of measures that enable adequate temperature,
humidity, and fire controls.

Security in development and acquisition provides the implementation of concepts, principles,
structures, and standards used to acquire hardware and software resources in order to enforce
various levels of confidentiality, integrity, and availability. The key is the integration of the
common set of security criteria found in Army, DOD, and international standards — to include the
trusted computing base and reference monitor concepts.

Telecommunications and network security provide for the implementation of network
architectures; transmission methods; transport formats; security measures to provide
confidentiality, integrity, and availability; and authentication for transmission over private and
public communications and media. Common solutions include intrusion detection/prevention
systems, anti-virus solutions, web caches, and firewalls. Network security is achieved by
engineering, installing, operating, and maintaining secure networks that incorporate cross domain
solutions, remote access protocols, Internet Protocol Security (IPSEC), virtual private networking
(VPN) technologies, and access control lists.
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Critical Capabilities

1-30. IA/CND involves several critical capabilities associated with the functional services previously
addressed. The capabilities for [A/CND must be achieved at the strategic, operational, and tactical levels
across all warfighting functions. IA/CND NETOPS critical capabilities include—

Protection involves prior actions taken to counter vulnerabilities associated with information
transport, processing, storage, and operational uses. Protection activities include emission
security, COMSEC, computer security, information security, and critical infrastructure
protection. In addition, protection addresses vulnerabilities presented by the physical
(environmental) environment.

Monitoring involves the examination of network and information systems to sense and assess
abnormalities and the use of anomaly and intrusion detection systems (IDSs).

Detection is instrumental to initiating system response and restoration actions. Timely detection,
identification, and location of abnormalities include: attack, damage, unauthorized access
attempts or modifications.

Analyzing involves assessing pertinent information to determine indications and warnings,
providing situational awareness, evaluating system status, identifying root cause, defining
courses of action, and prioritizing response and recovery actions. These steps are taken in order
to conduct the necessary reconfiguration of LWN assets and supporting elements.

Responding requires that direct action is taken to mitigate the operational impact of an attack,
damage, or other incapacitation of a network resource or information system. Response also
includes restoration. This is the prioritized return of essential systems, elements of systems, or
services to pre-event capability. CND response actions include defensive and restoration actions.
Response actions are deliberate, authorized defensive measures or activities. These actions
protect and defend systems and networks under attack or targeted for attack or exploitation by
adversary systems and networks. Response actions extend defense in depth (DID) capabilities
and increase the ability to withstand adversary attacks or exploitations. Objectives for using
CND response actions include—

= Strengthening the defensive posture and operational readiness.
= Halting or minimizing attack and exploitation effects or damage.
= Defending rapid, complete attack, or exploitation characterization.

Management is the technical and administrative involvement in securing access to the
information being transmitted over the network, or being processed/stored on information
systems. Security management is the capability that integrates NM/ESM with IA/CND.

Enabled Effects

1-31. TA/CND enables the effects of assured information protection, and assured network and system
availability. This is achieved by—

14 July 2009

Instituting agile capabilities (firewalls, password protect, intrusion detection, etc) to resist
adversarial attacks, through recognition of such attacks as they are initiated or progressing.

Detecting and performing analysis of an anomaly or intrusion, providing all network operations
and security centers (NOSCs) and the Joint Task Force-Global Network Operations (JTF-GNO)
with incident reports.

Directing response actions in their portion of the LWN.
Alerting others on the LWN of incident local status to correct the intrusion.

Certifying, accrediting, and reporting on all networks, peripherals, and edge devices in their
portion of the LWN in addition to enforcing information security.

Conducting security readiness reviews and vulnerability analysis assessments of subordinate
units for compliance with communications tasking orders, information assurance vulnerability
management (IAVM), and reporting compliance to higher.

Ensuring compliance of LWN management and defense training, awareness, and certification
programs per established policies and directives.
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® Developing and deconflicting local contingency plans to defend against malicious activity and
providing copies to higher.
Conducting risk assessments of networks.

Sharing IA/CND information in accordance with (IAW) formal agreements and national
disclosure policies except where limited by law, policy, or security classification.

e Providing reports as tasked.

Developing and maintaining remediation, mitigation, and reconstitution plans for critical
infrastructure protection criteria.

ORMATION DISSEMINATION AND CONTENT STAGING

1-32. IDM/CS is defined as the technologies, techniques, processes, policies, and procedures necessary to
technically provide Soldiers awareness of relevant, accurate information; automated access to newly
revealed or recurring information; and timely, efficient and assured technical delivery of information in a
usable format. As IDM/CS becomes more mature, the complete complement of its services will be
available for use by all authorized users/systems as a network-enabled service.

1-33. IDM enables Soldiers to perform network-enabled information management tasks and seeks to
achieve the dissemination of the right information, to the right place, at the right time, and in a usable
format.

1-34. CS is a technique by which information is compiled, cataloged, and cached. CS is focused on
positioning and re-positioning of content to the optimum location in order to satisfy mission needs. CS
enables users to search information databases and retrieve required products.

Functional Services

1-35. The functional services provided by IDM/CS are messaging, discovery, mediation, collaboration,
storage, and user assistance in relation to voice, video, data, and imagery content. These core services are
envisioned to be enterprise wide services used by the entire Army to ensure information is available to all
authorized users. The LWN enterprise service effort and the network-enabled enterprise services program
will deliver these core services. The core services are further described as:

® Messaging enables Soldiers to exchange information among users and systems utilizing the
network. Messaging examples include e-mail, DOD unique message formats, message-oriented
middleware, instant messaging, and alerts. Information that is received in the area of
responsibility (AOR) by the information manager is delivered using the IDM/CS delivery
service.

e Discovery enables Soldiers to discover information content or services that exploit unique
descriptions stored in directories, registries, and catalogs. An example of a discovery service is a
search engine.

e Mediation enables system interoperability by processing data so that it is translated, aggregated,
fused, or integrated with other data.

e Collaboration provides the ability for Soldiers to work together and jointly use selected
capabilities. Examples of collaboration services are chat, online meetings, and work group
applications.

e Storage provides the physical and virtual hosting of data on the network with varying degrees of
persistence, such as archiving, continuity of operations, and content staging. Information
regarding storage locations may be listed in unit standing operating procedures (SOPs) or
operations orders (OPORDs).

e User assistance provides centralized, automated access to lessons learned information that
reduces the effort required to perform tasks.
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Critical Capabilities

1-36. IDM/CS involves several critical capabilities associated with the functional services previously
addressed. The capabilities for IDM/CS must be achieved at the strategic, operational, and tactical levels
across all warfighting functions. The IDM/CS NETOPS critical capabilities are:

Collection of information describes acquiring data based on information requirements.
Processing of information describes the act of translating data via an established and usually
routine set of procedures to convert it from one form to another.

e Storage of information describes the recording of information to any medium residing on the
network.

e Transmission of information describes the conveyance of information from one place to
another based on a prescribed information flow.

e Display of information describes the visual presentation of information, data, or knowledge
collected.

e Dissemination of information involves automated mechanisms that ensure collected and
processed information is transmitted to the right person in a timely manner.

Enabled Effects

1-37. IDM/CS enables the effects of assured information delivery. The assured information delivery is
achieved by—
e Retrieving critical information from information systems within the information environment
that directly contribute to situational awareness, collaboration, and decision-making by the
Soldier.
Compiling the information retrieved in order for it to be processed and stored until needed.
® Caching the compiled information in a secure system IAW applicable regulations and policies.
Cataloging the cached information in order to facilitate Soldier future search and discovery of
required information.
e Distributing critical information to the Soldier, or information system, in order to gain situational
awareness, conduct collaboration, or execute decisions.

SECTION Il - NETWORK OPERATIONS PRINCIPLES

1-38. NETOPS principles allow for active involvement, coordination, status sharing, and cooperation of
service providers for an open view of networks and information systems throughout the LWN. The
following principles govern developing and implementing NETOPS.

SHARED NETWORK MANAGEMENT CONTROL

1-39. The components of the LWN are controlled by multiple organizations that provide network services
to the functional user. These different organizations accomplish end-to-end management of a network by
sharing information related to their assets, collaborating on problem resolution, and service provisioning
issues. Network service providers must know the status of major components of networks and information
systems, as well as their overall performance. NOSCs provide near- and real-time statuses. Information
sharing should not imply sharing of control responsibilities beyond what is necessary to manage the
network.
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ASSURANCE AND PROTECTION OF INFORMATION

1-40. A greater reliance on information to plan operations, deploy forces, and execute missions has placed
increased emphasis on assuring and protecting information. Mission accomplishment depends on protecting
and defending information and information systems from destruction, disruption, corruption, intrusion, and
exploitation. Protection and defense of data and voice networks, and information systems, is accomplished
through aggressive application of IA measures, CND, CND response action, critical infrastructure
protection, COMSEC, and NETOPS force protection in defense of the LWN.

DISSEMINATION OF INFORMATION

1-41. Managing and protecting networks, and information systems, does not alone ensure relevant
information is being disseminated to the intended user. A major component of NETOPS is the management
of the delivery of relevant and accurate information, to the appropriate user, in an efficient manner, and in
the proper fo